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ﬁ:wmlklin cycleisoes generdlly as foldows:

1) You must have ¢ means of access to the building you are interested
in. ln a govergmert bullding this alrost’ aluways weans cither a
government ID (dr going in with somcoac that has a govermment

ID)L or an excellert suitable guise. A private building may be as.
simple ac signidp in.

Whep siganing in to’ either a government or private building, the
sig'nturc should bc. scrawled and the destination should not be
youf osctual desdingtion. Exccpc in rare cases it is usually

sufficient to sdy vou sre going to the library or some such
plage.

should have ia t.tory already made up that will be plausibel
11d you be aakcd what you are doing. This story also has to
ery flexiblel or eise you have to have different stories for
erent ntagus¥oﬂ the walk-~in. A story that you would tell

ard on your Way into the building may be entirely :

propriste ifl'you're caught with your hand in the f£ile

net. And it w:.ll make a differcnce if the person questioniug
is s cleaner!, guard, cmployec, and where you are, what you' re
s ccc. So Fhaﬂk it out well before you go in.

ocate a safc npace in the building where you can sit down

relax and talk u&thout feeling paranoid.

This) can be a library table, an empty office - whatevex’ looks
Lto you, andjthat you would feel comfortable with, Lots of
in a walk-in ‘you'll have to sit around and wait a'couple of -
hourjs for your tiryet area to clear out. If you're not comfortable

in the area you'ye waiting the rest of the cycle can go pretty
rouph, .

Whilk you're looking for this space you also have to really assume

the. beingness of the type of person you're alleging to be, For

insthpnce, Lif your utoxy is that you are an employce of the organization you

are fn, you have to feel that you are osn employee., I1.£ 3 cleanur

- walkys in on you or a guard n.ksyou a question you have to approuch
yourjresponse and nanner of response from the viewpoint of your

beingness. If a‘c..esner walked in on you in your office at the

Org ou'd probably say "Hi' and go about your business. You

vouldn't get startied or iLpset or make some dumd excuse and Tun out
of t\h Toom,

3) . After you've lncated a safe space and are relaxed in it you should
go oudt and get fdmtliar uith the buildins.

The First thing yo; have to locate {3 a xecrox machine because £
you dan't copy the documents there's not much sense in befng
Alsojl you don't dant to have

have

hl.l‘c [ 4
already obtained the {ile and then
to waste time in fznd;ns someplace to copy it. - .

setdk There s plvays the alternative of taking the file out

or tifr buitding dp copy. I very scldom do this unlcss I have to,

S osanfht prules tofepy Ltoin the bullding because you add tuo much
o e thie cevely by travclina to anothers bulldng., You also have to
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sign in and out again with the guard, which [ooks sonewhat odd
to an _Observant guard.)

Most governnent buil dings have an excess of xerox machines. 'They

are usually easy to find. Even nost private buildings have a
xerox machine in‘any large office.

You want to choose a machine that is |ocated away fromthe area
that you will be obtaining material from )

In a large goverhment building you sinply go to a différent divisional
area fromthe target area and find a xerox machine.

If you're in v private buildng, chances are there are many different
organi zations inthe building. Co to another organization or suite

of offices and locate a xerox machine there.

Otentimes you will find the xerox machine |ocked. If you "are
famliar with xerox machines you'll know where the "Main On"

button is. "(Note: its a very good idea to be-thoroughly

fanmiliar with all manner of xerox, SCM etc., copiers so that you
can easily change, paper and toner, clear jans, etc.) It wll

be protected-by a locked cover but should be accessible by lifting up
or pul ling out a corner of, the cover.. For instance, on the xerox
/000 you sinply lift up the corner of the cover nearest you

as high as you can without bending the cover, and stick a finger
_(or along instrument like a letter opener) in and push down

She "Main On" button which is located to the front, just a few inches
infront of the niddle of the machine. Nearly all copiers are

accessible with sone variation of this, it just takes |ooking
ahd experience. '

Ensure* that you can furn on the machine, it works, and that you

‘have sufficient paper. Then |eave the machine on and | eave the
room :

. .

"4) Locate the target area. You should already know the room
number before going in. .

VWal k past the room observing all roonms in the area for any lights
or other indications that they are occupi ed.

If It is apparent that the room or roons close to it are occupi ed,
then go back and wait and check again in 30-45 minutes. But don't
get .into making-a lot of crips past the area. ..

5) When the area is clear then go to the room door and try' it to
see if it is unlocked.

(Note: it. isn't unusual for roomlights to be left on and the doors
closéd with none in the room |f you have any feeling that soneone
may still be in a room then go up and knock. [|f someone answers, open
the door and as then for a match or to use their phone, or some such

Also use the opportunity to look at the door latch so that you know
its configuration.

If the door is unlocked, just open it and go in.
- |
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1fllit is locted thzn you have to figurc out 2 way f{n. The most
supcessful vayst of opening 3 lécked door have been variations
onf the credit cprd., Tuis can be ugsed if the latch is slanted
or| curved going into the door jamb: — —_

pd /[

Lf|ithe latch id:sctnight | then the lock will‘havg to be
pitked. e

JE|[you have a cursed or slantcd latch (this is the most cortnon type
‘of||door latch) and there is no_door_stop (that strip of wood that

"_.Dog.ﬂ T.ﬁ‘fa
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thi door closes apainst) then it is a straight in shot with a credit
capd type tool ﬁa plece of straight sheet metal is best). You just
slgde the tool 'in betucen the closed door and the jamb and slide it
upj{ under the la tch = the door should open. In doing this it {s
uspally best tJ psll the door towards you as it relieves pressure
onlfthe latch and makes the card easier to slide up. (SF f-'-}”‘ W& Jo

cah't just stick a credit card straight in - it has to

.If&thete is a dbo.'stop (as happens most frequently) then you
behd around twoi eonrners:

beoe—////77 /77

Ihﬁ best thing is to manufacture a8 permanent "tool rather than zrying

tofbend up cards. You should obtain a thin sheet of nmctal and cut
itliout in the £olloving shape:

c _ -b 2
a l‘

i

Th% curved shape assists in raising the latch better than a straight=-
cdie would do, ' The "b" scction should be about as long as the avexage
doPr stop (about 374", but measure it for yourself). The “c"

scgtion should be as loag as will comfortably fit into your hand..

ThE "a" section should be about 2-1%" long, but only a portion of
fegeill actually be working on the lateh. MNote that the slope

offlshe "a" sccginn drops off sharply at the beginning, -

Thifs tool 1is tlHen fnserted at the bottom of the doorway, slid up the
:th battecely che jamb and the door - thus opcnin" thc latel, 1

aave troublle inserting the tool, use your foot and pusn in the
el arner ol tne door as far as it ule L.

This should give you
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sufliciens room to inscrt the :col.-(5== rec .o 4"‘-

1t shculd be noted that you will need two tools - one for right hand
doors and-one for left hand coors.

As with the straight in shot it s usually best to pull the door
towards you to relieve someof the pressure on the latch,

. ’ -~
. ®

.Of:en you will have to move the tool back and forth several times
{or more correctly « up aad down) to catch the latch correctly,

while'zoving the door back and forth, 1Its a "feel” thipg that you
necd experieacc on. :

Now, very occasionally you find a latch that slants back into the

roonm rather than out - that is, if you could look down on the

latch from the corridor you would see e . rather thaa
the nosmal - N —— « 1 have only found that this -

occure on cocors without stops.

In this case, the tool, or credit card, won't work because the slant
of the tool or the credit card is going in the wrong direction,
You have to get something tehind the latch to pull towards you.

Thereiore, you sHould also carry about a 5 inch strand of flexible -
wire, Tuc wire should be wcven strands rather than one thick strand.

_The best 1I've found is the type of wire used to hang pictures that

you caa pick up at most harduare or drug stores.

Take this strand of wire (assuzming there is no stop on the door jamb)
and bend it in a semicircle, Slip the wire under the latch and
oaneuver the top of the wire out above the latch, Grasp both ends
of the vire firmly and vork it back and forth, pulling both ends
towards you - and thereby working the lateh out of the door

Jach:

Dooﬁ-
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You have to be careful not to go too £ast on this or you'll slip

the latch out of the door jazb and have it slip right back in after

the wire clecars it. ~

These cezhods of opening locked doors have worked about 752 of the

time. There ave occasions where they won't wvork doe to doors too
tighc, unoiled lacches, etc,

There ave also many 0dd conf: igurations of latches and it helps to
Lnow exactly what the lacch looks like. You con often find an
unlochied door in the,area, examine it (the latch), and try your

taol out first on tiac door to get tae feel for slipping that
sarticular type of lotch,

You'll alse very occasionally run into doors uwizh two locks on it
.'.6

s1ocan e sl'ppcd la this case wou aced two tools, lusert onc
-( gt touls JToa the tope of the door. slip the lateh and aold

te e THom Soammpwer 0o ecnmare ¢ opd

.
L

Crrms iz Iaomet ivoe. omd obn
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Push here with you
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‘Front land top view of how the slanted tool works on

the 1#}ch. 5s the tool is moved upwards, it forces
the laltch out of .tie door jamh,
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Theflleredit card {s sinply isertéd in the space.betweer.
the ldoor and the door jamb and used to slide the latch

outlof the door jamb, working on the slanted part of
the1atch, X
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cicl, slapi tlie sécoud latch and the door snould open.

1f » dour wun't ppen at ail witn tnas method, tnere is a very good
crapee (especinlly in goversnent bursdings) thst tnere s a suite

of Entcrconnccting rooms adjacent to the room you are interested ini
In khis case, just. wry an adjacent door and go through the same
routine again: If you have a3 number of differcnt doors that could
lcak you to the same room, check the amount of "play" or looscness
in ¢ach door andltry the onc that is looscst first.

Alsh, on old sucgessful action if you know you are dealing uith

a sppite ofrooms,'is to go into the rooms during the day and

unlBck one of the lacked doors. It is likely that a door

foufd locked dur{ng the day remains locked all the time and that
othgr doors in the suite are used as the entrances/exits. The

" “logked" door isilikcly to not be checked ecach day on the assumption
that it will stay locked. The best doors to choose for this
arclones that cablcs, chairs, etec., have bcen pushed up against,

‘ as these doors are obviously not used as entrances/exits.,

ourse, when you go into the suite of roows during the day you shold
hav a well worked out suitable g uise that will logically explain
youp being there, c¢r you won't get close enough to the door to

unlhck it unohtrusively.

One such suituble-guisc that was used involved going into the offices
durﬁng the day with a clipboard and informing the secretaries that
"Fadilities Management" nceded to check the locks on all doors.

e had one door stay unlocked for thrce months using this
tccﬁnique.

Ky ahis time yourshould be in the office., If you're not, you
either need moregpractice or you'll have to pick the lock.

The advantage, by the way, of slipping a latch as opposed to
picking a lock is ) to slip a latch ‘takes 2-10 secconds compared with

at Jcast several minutes to pick it (unless you're very good), and
2) you don't need as nuch training and experience,

6) Once inside th’ office you have to locate the file you are
inté¢rested in, !

Mosﬁ often the file will be ldcated in a £ile cabinet and probably
S0%liof the time th' cabinet will be lacked.

.

As oon as you run into a locked file cabinet, fmmediately check the
top [middle drawer of cvery desk in the arca of the cabinet and
\oulll alwost sutely find the key., If you can't find the key

th“lc' you "1l have to scarch more thoroughly in different desk
drn&cx These kcy. have also shown up in file card boxes

taj ld to the cabinct, and locked in safcs. But, 1 have ncvcr

foutl o locked file cabxncc and noc been able to find the key
in Qus room,

I:. i ,n.gg occur infrequgnely, Like file cabinets, the
l\'ln

ination is ajuost alaavs laying around somchuere fw the roox..
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a=ainl, check the tpp niddle desk drovers of any desks in the vicinity -
e{ the safe, lookﬂta mainly for an imdex cord sized picee of paper
Litih ihc combinacipn wu it, (For some recason, all combinations 1

have found have begn s this type of paper.) I1f you find nothing
chep gheck any alphabatical file ecard boxes. 1 have found

the combination lipted under "safe", “file", and "lock", but

oddlyl ncveer under ":ombination". I1f you dant find it there

you'li have to do § taorough search of other drawers and

desk preas. There; has been only one occasion where we wetcn'ti

able to locate a safe combination - they are pretty casy.to
find,

Also, make surc that you know how to dial a safec combination. The
most flotmal are 4 turns left (this is actually three times past
the nuymber and thcxkth turn stops at the number), 3 turns

right{ 2 turns left, and one turn right to zero. You then

turs fhc inside knob of the dial all the way to the right
vhileliholding the éial at, zero:

Ve r—DML

@- [ucip e Kpeg

When fhis is done then turn the dial as far right as it will go
and the cafe will open. On safes with no jinside dial, just don't

- stop 4t 2ero. Go all the way to the right on the last turn and the
safe will open. ’

When you're finished with the safe make sure ‘to set the dial back
where it was befors you opsaed ic,

By going through the file cabinets, safes, desk dravers and desk
tops you should now locate the file you are locking for.

Onc pdint to kecp fn mind while scarching for the file is to keep

the ajea (and the file when you find it) frze of fingerprints.
Optimumly you should wear gloves. I1f this is rot possible and

you hdve to touch something, do so with the sides of your fingers

or maﬁc sure that you snmudge the pitints. Prints can be easily smudged

by giying your fingers a half turn as you withdraw them from the
surface., '

When you locate the Zile(s) put them in your bricfease.

On your way out of 'te room, if the door was locked when you weant in,
make sure that the.door is now unlocked as you'll want to get quicikly

back ih when you réturn. There are normally buttons on the latch place
of thed 5 : —
the door that push in and out Os\‘*:_'i"r""' PATE

o H \\\\ -
rl-,-l-Lnn:u SID-T oS
. C~ l

o thoviichever Uuston 15 out and check tie outside
co alire 1t iz ung

doorlinob to
icked, and then leave, closing the door behind you,
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vag other pointiwhen joing {nto the room = often you will ¥, uorkiu;
“lint'dt sad voq'll nccd a source of light. It is inadvis.hlc
toiturn on lights vnless you are thoroughly familiar with che

aréa, You havclno way of knowing who can scc them especially ¢f

th¢ officc has an cutside window. Instcad, you should carry

some type of snall penlight flashlight. The batteries in

thesc usually wesr out after 30 minutas or so, so make surc

you have sufficicnt batteries with you.

7) Return to the rerox room you originally picked out (or, if
absolutely necessary, go to an outside zerox machine.).

1t is best, if pbssible, to lock yoursclf into the Xerox room so
that noone can casily walk in on you unexpectcdly.

an person should »erox while the other person puts the material

3k in the filcy, therefore, start xcroxxng from the 1ast sheet in
file folder.

You have to keep the files and papers clean of prints, so, if at all
possible, wear gloves. If this can't be doné then make sure you
handle all pagesiwith the sides of your fingers and your palms. This
is casy to do after you gct used to it.

Usually there is'a title writtcn oxr typcd on the file folder, This
should be xcroxed also so thatyou can keep the files sepa:atcd.

1f this is an “‘active" area - i.e. there is scme type of current case
‘goihg on and new'material will be added to the file, it is wisc vo put a
small pencil nark linconspieuOUaly) on the latest page in the file

that you copy so:you'll know where to start rext time. Also, if

theyre are a large number of separate files, you should mark them

also inconspicuous.y so that you will know they have bcen done should
youlior someone e} ne have to come back again.

Althouzgh 1 have never found it a problem, you should know that there is

an intﬂrnal counter in virtually all copyving machines that will :record
the! ‘number of copius you make.

Alsd. once I ran!anross an agency which issued counting device to their
cnplovccs as an economy measure to cut doun on the uge of the xcrox
pachine. These desices are rectangular in shope - meétal cases ahout.
4'"'x i"xj/&" - thag have a counting mechanism showing through the .

froit “window" of :he case, Wibhout having one of these devices

you lcan't operate :he xerox machine. To operate the machine you

placp on of these fdevices into o rectangular hole on the control

pan d of the machine and when so placed, the machine will operate
(atupr it {s turned on of course)., °

.

I{ you run across; thils situation )ou '11 have to scarch the desk tops
nndlprn-cr% in tu& vicinity of the machine to find one of these
Acebieaz,  Tals stbuld be dauc belfore vou scareh for the file(s).

"'"“w"“u Tirn 1r-oxin1 make
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i :re¢ the room the way that you found it.

8) Return to the ‘room you pot the files from and replace tiem i
exactly the place you got them from,

One thing that is jood for the nerves is to be assured that noon:z
has gone into the room ( or may still be in there) while you
were xeroxing. :dn ecasy way to handle this is to take a quite
small picce of pap:r and stick it betweecn the door jamb and the
door when you are leaving to do your xcroxing. Leave a small

end of 'the papcr s:icking out so you can barcly sec it from the
corridor., Then, wien you return and you see the paper in the
same place you gan"enter the room with confidence.

1f the paper should be disturbed when you return (this has .not
happened to me) iyoslll have to decide, based on the situation,
whether to waitiarsund and return the file, whether to return
the file in somd o:her fashion (e.g. "route” them back using th

agency's comm lines, leave them in another office, etc.), or just take -
the files out with you, e

After you have ret:rned the files, look around the toom and make
sure that nothing :lse was disturbed.

Also, don't forget to relock a file cabinet if it was locked to

bebin with and malk: sure all keys are returned unfingerprinted
+to where you got.'thcm,

.

When you leave the room make sure the door is now locked (if it
was locked to begia with) and smudge any prints that may be on the
doorknoh. ‘

You should have yosr copies of the documents wither in an upper
flap. of your bricf:ase or in the main part of the briefcase turnzd
face down with a bok or legal pad on top. This is in case the
guord checks your oriefcase on the way out. All he will see are
papers and won't b: able to rcad any of thenm. ‘ .

9) Miscellancous:

\
a) 1 have necarly 11vays found it better to approach guards and

cleanars rather thin shy awvay from them. This would be more in
linc with the beinjness you have assumed.

I alvays try to as :ablish some ARC with these pcople so they are
comfortable with m: in the area and assumc that I belong there.

Clecaners u,uall) crme in after all the day time empdoyees have 14fet thd -
arce sud therefore are not familiar with the oay time cmployces.

')ﬂ

Ty Lo Leadng ARChrich these rcop.- ::s been

so guccessful taat taey
REN u‘“a:,..dn’yn ‘ochkiod dours "Locause

vau forios your iey”,
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