
iV«iplU*in cycicJlijocs generally as follows: 

1) You must hove : means of access to the. buildtnjj you arc interested 
In., In a govcrtjmert building this almost'always means cither a 
government ID .(dr'foing in with someone that has a government 
1D)| or an cxccllctt suitable guise. A private building may be as . 
simple as signing in. 

When signing in to*either a government or private building, tho 
signature should bt. scrawled and the destination should not be 
your actual destitution.. Except in rare cases it is usually 
sufficient to sajy you are going to the library or some such 
plage. 

You jshould have 'la i-tory already made up that will be plausibcl 
cholld you be asked what you are doing. This story also has to 
be [cry flexible! 01* else you have to have different stories for 
dif Icront stage* ot! the walk-in. A story that you would tell 
a gilard on your way into the building may be entirely 
iria](propriate ifi'you're caught with your hand in the file 
cabinet. And it w:.ll make a difference if the person questioning 
you lis a cleaner!, guard, employee, and where you are,'what you're 
doitig, etc* So |th:lnk it out veil before you go in. 

••: [• • . j 
2) Locate a safe r.pace in the building where you can sit down 
.nnd relax and t»!)Lk without feeling paranoid. 

This, can be a library table, an empty office - whatever' looks 
good to you, andichat you would feel comfortable with* Lots of 
times j.n a walk-in'you'll have to sit around and wait a couple of 
houxk for your tirjjet area to clear out. If you're not comfortable 
in t|\e area you're waiting the rest of the cycle can go pretty 

Wliiljb you're looking for this space you also have to really assume 
the. Iieingness of the type of person you're alleging to be. For 
insc tnee, if your sttory is thac you are an employee of the organization you 
are n, you have to feel that you are an employee. X ,f a cleancsr 
walk ; in on you or a guard asksyou a question you have to approach 
your response and Manner of response from the viewpoint of your 
bcin ncss. If a'c.eaner walked in on you in your office at the 
Org 'ou'd probabl|y say "Hi" and go about your business. You 
wouldn't get starticd or upset or make some dumb excuse and run out 
of t »e room. 

3) Aftcr you've located a safe space and arc relaxed in i t you should 
go otlit and get falmtliar uith the building. 

! • 

The flirst thing yoj have to locate is a xerox machine because i:: 
you dan't copy the documents there's not much sense in being thorc. 
Also] you don't \h>\t to have already obtained tho file and then 
havcltto waste tirac in finding someplace to copy it. 

r.'trt'Jj: There is jnU.*ays the alternative of taking the file out 
oi' tlb building i:» copy.' X very seldom do this unless 1 have to, 
I •-!.Jli |*vc!<.•;* io c>py it.in the buildinj'. because you add too much 
"•"f |p» tSu'.cycl.} by traveling to another buildup. You also have to 
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sign in and out again with the guard, which looks somewhat odd 
to an observant guard.) 

Most government buildings have an excess of xerox machines. They 
are usually easy to find. Even most private buildings have a 
xerox machine in any large office. 

You want to choose a machine that is located away from the area 
that you will be obtaining material from. 

In a large government building you simply go to a different divisional 
area from the target area and find a xerox machine. 

If you're in v private buildng, chances are there are many different 
organizations in the building. Co to another organization or suite 
of offices and locate a xerox machine there. 

Oftentimes you will find the xerox machine locked. If you are 
familiar with xerox machines you'll know where the "Main On" 
button is. '(Note: its a very good idea to be-thoroughly 
familiar with all manner of xerox, SCM, etc., copiers so that you 
can easily change paper and toner, clear jams, etc.) It will 
be protected by a locked cover but should be accessible by lifting up' 
or pulling out a corner of the cover.. For instance, on the xerox 
7000 you simply lift up the corner of the cover nearest you 
as high as you can without bending the cover, and stick a finger 
(or a long instrument like a letter opener) in and push down 
She "Main On" button which is located to the front, just a few inches 
in front of the middle of the machine. Nearly all copiers are 
accessible with some variation of this, it just takes looking 
and experience. 

Ensure* that you can turn on the machine, it works, and that you 
have sufficient paper. Then leave the machine on and leave the 
room. 

"4) Locate the target area. You should already know the room 
number before going in. . • • 

Walk past the room, observing all rooms in the area for any lights 
or other indications that they are occupied. 

• 

If It is apparent that the room, or rooms close to it are occupied, 
then go back and wait and check again in 30-45 minutes. But don't 
get into making a lot of crips past the area. 

5) When the area is clear then go to the room door and try it to 
see if it is unlocked. 

(Note: it. isn't unusual for room lights to be left on and the doors 
closed with none in the room. If you have any feeling that someone 
may still be in a room, then go up and knock. If someone answers, open 
the door and as then for a match or to use their phone, or some such 
Also use the opportunity to look at the door latch so that you know 
its configuration. 

If the door is unlocked, just open it and go in. 

480-? 



If it is locked! than you have to fifcurc out a way in. The most 
sv xessful ways? of opening a licked door have been variations 
on the credit cjard. Tnis can be used if the Latch is slanted 
or curved goingj#into the door jamb: 

Iflfthe latch idi Straight then the lock will have to be 
picked. 

.Jflfyou have a curbed or slanted latch (this is the most concnon type 
of|[door latch) 'and there is no doo_r_s.tDP—Lthat strip of wood that 

i 

the door closes! against) then it is a straight in shot with a credit 
card type tool (a piece of straight sheet metal is best). You just 
slide the tool In between the closed door and the jamb and slide it 
up under the laitch - the door should open. In doing this it is ' 
usually best to' pull the door towards you as it relieves ̂ pressure* 
onjfthe latch anld makes the card easier to slide up. (see page 3a) 

If there is a.door stop {as happens most frequently) then you 
cart just stick .1 credit card straight in - it has to 
bend around twoi corners: 

Tht best thing is to manufacture a permanent tool rather than trying 
to bend up cards. You should obtain a thin sheet of metal and cut 
it[out in the following shape: ' 

o___!'- .jy 
Thjk curved shape assists in raising the latch better than a straight­
edge would do. * The Hb" section should be about as long as the average 
do >r stop (about 3/4", but measure it for yourself), the Mc" 
sc :tion should ,bo as long as will comfortably fit into your hand. 
Th ; "a" section should be about 2-iV* long, but only a portion of 
it will actually be working on the latch. Note that the slope 
ofjjihc "a" scccjiun drops off sharply at the beginning.-

Th r. tool is tlijcn inserted at the bottom of the doorway, slid up the 
»!«.• r»..iy b«ct:ocij che jamh and the door - thus opening the latch. If 
vo i have troubje inserting the tool, use your foot and push in the 
M « r corner ofl tnc door as far .is it will.go. This should gj.vc you 
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iuCCicicn: room to insert the tcoi.(see page 4a, 4b) 

It should be noted that you will need two tools - one for right hand 
" doors and-one for left hand doors. 

/s with the straight in shot it is usually best to pull the door 
towards you to relieve soraeof the pressure on the latch. 

Often you will have to move the tool back and forth several times 
.(or --.ore correctly - up and down) to catch the latch correctly,' 
vhile-.coving the door back and forth. Its a "feel" thing that you 
need experience on. 

Hov, very occasionally you find a latch that slants back into the 
room rather than out - that is, if you could look down on the 
latch from the corridor you would see S . rather than 

sr ^- '• 
the normal * ^v • • I have only found that this 
occure on doors without stops. 

In this case, the tool, or credit card, won't work because the slant 
of the tool or the credit card is going in the wrong direction. 
You have to get something behind the latch to pull towards you. 

Therefore, you should also carry about a 5 inch strand of flexible ' 
wire. The wire should be woven strands rather than one thick strand. 
.The best I've found is the type of wire used to hang pictures that 
you can pick up at nose hardware or drug stores. 

'̂ake this strand of wire (assuming there is no stop on the door jamb) 
• and bend it in a senicircle. Slip the wire under the latch and 
nsneuver the top of the wire out above the latch. Grasp both ends 
of the wire firmly and work it back and forth, pulling both ends 
towards you - and thereby working the latch out of the door 

. 'Jaob: 

• a>,ai -Jp "™ 
You have to be careful not to go too fast on this or you'll slip 
.the latch out of the door jamb and have it slip right back in after 
the wire clears it. 

These nethods of opening locked doors have worked about 757. of the 
time. There are occasions where they won't work doe to doors too 
tight, unoilcd latches, etc. 

There are also many oddconfigurations of latches and it helps to 
know exactly what the latch looks like. You can often find an 
unlocked door in the.area,- examine it (the latch), and cry your 
tool out first on choc door to get the feel for slipping that 
;articular type of latch. 

You'll olso very occasionally run into doors with tuo locks on it 
•hie: c.v.riro slipped. \\\ this case you need tuo tools. Insert one 
•i Cite tcwis »'ro..» the tope ot the door, slip the latch «md no Id 
: . .I.*;:*. Then insert t..i second cool frou the botio/.i of the 



Push here with your 
foot to get extra 
room to insert the 
tool. / 

USE this extra space ,to maneuver 
the tool between the door, the 
stop and the door jamb. 



Front and" top view of how the slanted tool works on 
the l a t ch . as the tool is moved upwards i t forces 
the latch out of the door jamb. 



The credit card i s simply iserted in the space between 
the door and the door jamb and used to sl ide the latch 
but of the door janb, working on the slanted part of 
the latch. 



ojc-if, sir,* tlie second latch and the door should open. 

If 0 door won't ipen at oil w/tn tnxs method, tncre J.S a very good 
cnancc ^especially in government buildings) that tncre is a suite 
o£ ] interconnecting rooms adjacent to the room you arc Interested In'. 
In ):his case, just. *:ry an adjacent door and go through the same 
routine again: if you have a number of different doors that could 
leak you to the sanuj room, check the amount of "play" or# looseness 
in each door and-tr/ the one that is loosest first. 

! ' '• 
Alstt, on old successful action if you know you are dealing with 
a suite ofrooms,!is to go into the rooms during the day and ' 
unlock one of the lacked doors. It is likely that a door 
found locked during the day remains locked all the time and that 
other doors in the suite are used as the entrances/exits. The 
"locked" door is!likely to not be checked each day on the assumption 
thai it will stay locked. The best doors to choose for this 
areljones that tables, chairs, etc., have been pushed up against, 

' as Ihese doors are obviously not used as entrances/exits. 

Of bourse, when you go into the suite of rooms during the day yov. shold 
have a well worked out suitable g uise that will logically explain 
your being there\ cr you won't get close enough to the door to 
unlock it unobtrusively. 

One such suitable (.uise that was used involved going into the offices 
during the day with a clipboard and informing the secretaries that 
"Facilities Management" needed to check the locks on all doors. 
we Had one door stay unlocked for three months using this 
technique. 

By jjhis time you;should be in the office. If you're not, you 
either need more':practice or you'll have to pick the lock. 

The advantage, by the way, of slipping a latch as opposed to 
picking a lock is ';) to slip a latch -takes 2-10 seconds compared with 
at iicast several minutes to pick it (unless you're very good), and 
2) you don't need as much training and experience. 

6) Once Inside thi office you have to locate the file you arc 
interested in. ! ' * 

Mos| often the fils will be 16cated in a file cabinet and probably 
M)7.l!of the time ths cabinet will be locked. 

* 
As i'oon as you run into a locked file cabinet, immediately check the 
top middle drawer of every desk in the area of the cabinet and 
youjll almost surely find the key. If you can't find the key 
thc|c, you'll have to search more thoroughly in different desk 
drapers. These keys have also shown up in file card boxes, 
taj.cjd to the cabinet, and locked in safes. But, I have never 
fow.ijtl .1 locked fjllc cabinet and not been able to find the key 
in ijjhc room, 

'.V*r ji:.-.Uon saTott occur infrequently. Like file cabinets, the 
tot... iiuicion is ajjiiost alwoys laying around somchwerc in thu roon. 
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n-.aini^ check the c&p middle desk drawers of any desks in the vicinity • 
,:i the snfe, lookijUg nainly Cor an index card sCscd piece of paj*cr 
•.;it;\ jthe combination on it. (For some reason, all combinations 1 
have jfound have been in this typo of paper.) If you find nothing 
then check atty alphabetical file card boxes. 1 have found 
the combination liptei under "safe", "file", and "Lock", but 
oddlyii nevcer under "zombination". If you dant find it there 
you'1 Si have to do £ thorough search of other drawers and 
desk areas. There;has been only one occasion where we weren't ; 
able to locate a safe combination - they arc pretty easy.to 
find, * . 

• 

Also, make sure that you know how to dial a safe combination. The 
most normal are.A turns left (this is actually three times past 
the number and the-jAth turn stops at the number), 3 turns 
right 11 2 turns lef£, and one turn right to zero. You then 
turn the inside knob of the dial all the way to the right 
uhilcljholding the dial at, zero; 

When tjhis is done then turn the dial as far right as it will go 
and t(je safe will open. 8n safes with no inside dial, just don't 

• stop at zero. Go al] the way to the right on the last turn and tht 
safe will open* 

When you're finished with the safe make sure to set the dial bad: 
where it was before you opened it* 

By go^ng through the file cabinets, safes, desk drawers and desk 
tops- yjou should now locate the file you are looking for* 

One p4int to keep in mind while searching for the file is to keep 
the ajjea (and the fi:e when you find it) free of fingerprints. 
Optimvimly you should wear gloves* If this is not possible and 
you halve to touch something, do so with the sides of your fingers 
or n»ak|e sure that you snudge the ptints. Prints can be easily smudged 
by giving your fingers a half turn as you withdraw them from the 
surface. 

When vou locate the .1116(3) put them in your briefcase. 

0« yovijr way out of 't'tc room, if the door* was locked when you went In, 
.T.akc siurc that the door is now unlocked as you'll want to get quickly 
back ilh when you return. There are normally buttons on the latch plate 
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vni other point:>:hcn going Into the room - often you will \ working 
rij-nis'nt fnd you} 11 need a source of light. It is inadvisable 
tojturn on lighcjs vnlcss you arc thoroughly familiar with chc 
ar<*a» "You have'lno way of knowing who can sec them especially df 
the office has ain cutsidc window. Instead, you should carry 
sonic type of small pcnlight flashlight. The batteries in 
these usually wear out after 30 minucas or so, so make sure 
you have sufficient batteries with you. 

7) Return to the rerox room you originally picked out (or, if 
absolutely ncccsjsary, go to an outside xerox machine.)• 

It is best, if possible, to lock yourself into the xerox room so 
that noone can cosily walk in on you unexpectedly. 

Ondt person should xerox while the other person puts the material 
back in the file's, therefore, start xeroxing from the last sheet :.n 
the1! file fol'der. 

You,; have to keep the files and papers clean of prints, so, if at all 
possible, wear gloves. If this can't be done then make sure you 
handle all pages! w:.th the sides of your fingers and your palms. This 
is jcasy to do after you get used to it. 

Usually there is!a title written or typed on the file folder. This 
shojuld be xeroxed also so that you can keep the files separated. 

If this is an "aet:.ve" area - i.e. there is acme type of current case 
goihg on and new'material will be added to the file, it is wise co put a 
small pencil mark ' inconspicuously) on the latest page in the file 
that you copy so!you'11 know where to start next time. Also, if 
thefrc are a large number of separate files, you should mark them 
also inconspicuously so that you will know they have been done should 
youjjor someone t \ :«e have to come back- again. 

Although I have never found it a problem, you should know that t'lerc is 
an internal counter in virtually all copying machines that will '.record 
the''number of copies you make. 

Also!, once I ran'across an agency which issued counting device to their 
employees as an economy measure to cut down on the uec of the xerox 
uaciifinc. These devices are rectangular in shape - metal cases aoout 
4"X2"J:3/4" - that have a counting mechanism showing through the 
front "window" o£ :hc case. Wihhout having one of these devices 
you jean't operate :he xerox machine. To operate the machine you 
Piocp on of these >lcviccs into a rectangular hole on the control 
pnndjl of the machine and when so placed, the machine will opcrats 
(afepr it is turned on of course). ' 

If >>i>u run across: this situation you'll have to search the desk tops 
and itr.v-ors in tiie vicinity of the machine to find one of these 
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!.:.*••» che room the tcay chat you found it. 

8) Return to the roon you got the files fron and replace ti.om Li 
exactly the place vou got them from. 

One thins that is ,jood for the nerves is to he assured that noons 
has gone into the room ( or may still be in there) while you 
were xeroxing. An easy way to handle this is to take a quite 
small piece of pap'ir and stick it between the door jamb and the 
door when you are leaving to do your xeroxing. Leave a small 
end of the paper, sticking out so you can barely sec it from the 
corridor. Then; wicn you return and you see the paper in the 
same place you can' enter the room with confidence. 

If the paper should be disturbed when you return (this has .not 
happened to me)jyojjll have to decide, based on the situation, 
whether to uiitjar-jund and return the file, whether to return 
the file in some o:her fashion (e.g. "route" them back using th 
agency's coxm lines, leave them in another oJificc, etc.), or just take 
the files out with you. 

After you have returned the files, look around the tbom and make 
sure that nothing ilse was disturbed* 

Also, don't forget to relock a file cabinet if it was locked to 
begin with and male* sure all keys arc returned unfingcrprintcd 
•to where you got tlcm. 

When you leave the room make sure the door is now locked (if it 
was locked to begi.i with) and smudge any prints that may be on the 
doorknob. 

You should have yojr copies of the documents wither in an upper 
flap, of your brief :ase or in the main part of the briefcase turned 
face down with a biok or legal pad on top. This is in case the 
guard rhecks your briefcase on the way out. All he will see are 
papers and won't bj able to read any of them. 

9) Miscellaneous: I 
a) 1 have nearly ilKays found it better to approach guards and 
cleaners rather thin shy away from them. This would be more in 
line with the beinjness you have assumed. 

1 always try to cs:ablish some ARC with these people so they arc 
comfortable with mi in the area and assume that I belong there. 

Cleaners usually o n e in after all the day tiino employees have laft the! 
arcc sad therefore arc not familiar, uich the day tine employees. 


